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	Degree
	Master of Technology

	Academic Year
	2025-26
	Sem.
	II

	Course Code
	23CSE202
	Course Title

	
	
	Internet of Things

	Duration 
	3 Hours
	Maximum Marks
	70 (SEVENTY)



SECTION-I 
7 x 2 = 14 Marks

	1. No.
	Questions (a to g)
	RBT Level
	COs

	a
	How does Internet of Things differ from Internet-controlled devices? Explain by
giving an example
	Understand
	1

	b
	Show the comparison between OSI layers and IoT reference model layers.
	Understand
	1

	c
	Differentiate between HTTP and HTTPS.
	Remember
	3

	d
	How are header fields formatted and used in unicast IPv6 address?
	Understand
	3

	e
	Identify a suitable sensor for monitoring temperature and humidity in an industrial IoT application and justify your choice. 
	Understand
	4

	f
	List the merits of using the cloud in IoT applications.
	Remember
	4

	g
	Compare requirements of trust, privacy and security.
	Remember
	6



SECTION-II 
4 x 14 = 56 Marks

	No.
	Questions (2 to 9)
	RBT Level
	COs
	Marks

	2
	(a)
	Draw the architectural view of the three domains in M2M applications. What are the software, development tools, open M2M protocols, tools and frameworks for the M2M applications development?
	Understand
	1
	8M

	
	(b)
	Describe three conceptual frameworks using equations which give the steps at various levels or layers in IoT applications.
	Understand
	2
	6M

	OR

	3
	(a)
	Discuss various real world applications of IoT in smart homes, healthcare and agriculture.
	Analyze 
	1
	8M

	
	(b)
	Describe adaptation layer gateway, data enrichment, data consolidation and device management functions.
	Understand
	2
	6M

	
4
	(a)
	Show by a diagram the object exchanges between devices, 
CoAP-MQ Broker and web applications.
	Apply
	3
	8M

	
	(b)
	Draw message exchanges between devices, MQTT broker and web applications.
	Understand
	2
	6M

	OR

	5
	(a)
	When and how does TCP stream communicate from source to end using IP packets?
	Analyze
	3
	8M

	
	(b)
	What is MAC address? How does a MAC address assign to an IoT node? How does address resolved to enable packets in IP network reach the node?
	Apply
	2
	6M

	6
	(a)
	Why do many sensors have three or four terminals for communication to the microcontroller? How are such sensors used for IoT applications and services?
	Analyze
	4
	8M

	
	(b)
	How is the RFIDs infrastructure established for IoT?
	Understand
	5
	6M

	OR

	
7
	(a)
	What are deployment models for cloud services for IoT applications?
	Understand
	4
	8M

	
	(b)
	Explain SaaS, PaaS, IaaS and DaaS service models of clouds.
	Remember
	5
	6M

	
8
	(a)
	Explain canvas for subscription business model offering Internet of Streetlight services using Internet of streetlights and controlling of operations with minimum electricity uses.
	Analyze
	6
	8M

	
	(b)
	How does IoT enable service, production, manufacture, real-time monitoring and maintenance scheduling in business scenarios?
	Apply
	5
	6M

	OR

	9
	(a)
	Explain the privacy and security requirements in IoT. Discuss vulnerabilities, threat analysis and the security functional components of the IoT reference architecture.
	Analyze
	6
	8M

	
	(b)
	Identify and analyze the common security threats and vulnerabilities associated with IoT environments  
	Analyze
	5
	6M
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