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SEMESTER END REGULAR EXAMINATIONS (AR23), April – 2026

	U.G.
	CSE, IT
	Degree
	Bachelor of Technology

	Academic Year
	[bookmark: _GoBack]2025-26
	Sem.
	6

	Course Code
	23ITC32
	Course Title

	
	
	Cybernet Security

	Duration 
	3 Hours
	Maximum Marks
	70 (SEVENTY)


SECTION-I 
7 x 2 = 14 Marks
1. 
	No.
	Questions (a to g)
	RBT Level
	COs

	a
	What is Wireshark? 
	Remember
	1

	b
	Define cyber threat. 
	Remember
	1

	c
	What is packet sniffing? 
	Remember
	3

	d
	Define firewall. 
	Remember
	3

	e
	What is Host-Based IDS? 
	Remember
	4

	f
	Who is an intruder?
	Remember
	4

	g
	Define cyber law.
	Remember
	6


SECTION-II 
4 x 14 = 56 Marks

	No.
	Questions (2 to 9)
	RBT Level
	COs
	Marks

	2
	(a)
	Explain different types of cybercrimes with examples. 
	Understand
	1
	8M

	
	(b)
	Describe the concept of SQL Injection attacks.
	Understand
	2
	6M

	OR

	3
	(a)
	Explain the importance of cyber security awareness. 
	Understand
	1
	8M

	
	(b)
	Describe Homograph attacks. 
	Understand
	2
	6M

	
4
	(a)
	Describe phishing and spear phishing attacks. 
	Understand
	3
	8M

	
	(b)
	Explain the importance of network architecture in security. 
	Understand
	2
	6M

	OR

	5
	(a)
	Explain packet sniffing and spoofing attacks.
	Understand
	3
	8M

	
	(b)
	Describe Cross-Origin Resource Sharing. 
	Understand
	2
	6M

	6
	(a)
	Describe anomaly-based detection techniques. 
	Understand
	4
	8M

	
	(b)
	Explain the concept of a honeynet. 
	Understand
	5
	6M

	OR

	
7
	(a)
	Explain the concept of an Intrusion Detection System. 
	Understand
	4
	8M

	
	(b)
	Describe different types of honeypots. 
	Understand
	5
	6M

	
8
	(a)
	Describe the importance of evidence handling in forensics. 
	Understand
	6
	8M

	
	(b)
	Explain the working of Snort IDS tool. 
	Understand
	5
	6M

	OR

	9
	(a)
	Describe cybercrime investigation procedures. 
	Understand
	6
	8M

	
	(b)
	Describe the limitations of IDS systems. 
	Understand
	5
	6M
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