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SEMESTER END REGULAR EXAMINATIONS (AR23), November – 2025
	U.G.
	Civil
	Degree
	Bachelor of Technology

	Academic Year
	2025-26
	Sem.
	V

	Course Code
	23O0111
	Course Title

	
	
	Principles of Internet of Things

	Duration 
	3 Hours
	Maximum Marks
	[bookmark: _gjdgxs]70 (Seventy)


SECTION-I 
7 x 2 = 14 Marks
1. 
	No.
	Questions (a to g)
	RBT Level
	COs

	a
	Name any two IoT communication protocols.
	Remember
	1

	b
	List the layers in IoT architecture.
	Remember
	1

	c
	Define sensors. List the examples used in civil projects.
	Remember
	3

	d
	Describe how real-time communication occurs between sensors and actuators in a smart construction system.
	Remember
	3

	e
	Define the working principle of hydraulic actuators.
	Remember
	4

	f
	List one challenge in integrating sensors and actuators in real-time systems.
	Remember
	4

	g
	Brief about IoT data security.
	Remember
	6



SECTION-II 
4 x 14 = 56 Marks

	No.
	Questions (2 to 9)
	RBT Level
	COs
	Marks

	[bookmark: _Hlk154686023][bookmark: _GoBack]2
	(a)
	Explain with examples how IoT is transforming the civil engineering industry?
	Understand
	1
	8M

	
	(b)
	Elaborate on MQTT communication protocols.
	Understand
	2
	6M

	OR

	3
	(a)
	Describe real-world use cases of IoT in civil infrastructure like buildings, dams, and tunnels.
	Understand
	1
	8M

	
	(b)
	Discuss the features of Bluetooth communication.
	Understand
	2
	6M

	4
	(a)
	Evaluate the benefits and limitations of using automated sensor-actuator systems in large-scale infrastructure projects.
	Understand
	3
	8M

	
	(b)
	Compare MQTT and HTTP protocols used in IoT. 
	Understand
	2
	6M

	OR

	5
	(a)
	How does environmental exposure affect sensor performance? What are the mitigation strategies?
	Understand
	3
	8M

	
	(b)
	Discuss the features of Wi-Fi communication.
	Understand
	2
	6M

	6
	(a)
	Elaborate electrical actuators and its applications.
	Understand
	4
	8M

	
	(b)
	Assess the effectiveness of Arduino-based IoT systems in smart water management projects.
	Understand
	5
	6M

	OR

	7
	(a)
	Explain the working principle of a hydraulic actuator and its use in civil engineering equipment.
	Understand
	4
	8M

	
	(b)
	Describe the process of prototyping in IoT.
	Understand
	5
	6M

	
8
	(a)
	Evaluate the challenges of ensuring secure communication in IoT systems.
	Understand
	6
	8M

	
	(b)
	Describe the process testing an IoT system.
	Understand
	5
	6M

	OR

	9
	(a)
	Describe different data visualization tools to monitor real-time IoT data.
	Understand
	6
	8M

	
	(b)
	Compare Arduino and Raspberry Pi platforms for civil engineering IoT applications.
	Understand
	5
	6M
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